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Credit Card/Debit Card Security Information and Tips

Thank you for your support on OCBC Bank (Hong Kong]) Limited (“Bank”)
Credit Card/Debit Card. To provide more information in relation to
credit card/debit card security information and tips and access to credit
data arrangement, please refer to the followings:

Phishing and Malicious Software

Stay alert to phishing. Verify sender’s identity when receiving an
email or SMS and be vigilant to the email or SMS from an unknown
person or a person who has not contacted for a long time. Do not
click the hyperlink or download the attachment or scan the QR
code which is suspicious.

Be vigilant to phishing email or SMS from fraudsters impersonating
bank or other company, claiming that you have won a prize or you
have points for redemption, to request your personal information,
credit card/debit card information and/or One-Time-Password.
Do not disclose your One-Time-Password to any person.

Do not visit unsecured website, click the advertising hyperlink on
social media platforms or mobile’s apps which is suspicious, or
download any Malicious Software!.

The Bank will never send you email or SMS with embedded
hyperlink for logging to internet banking or entering your personal
information.

Install antivirus software and update the application regularly to
detect virus and prevent virus infection.

Telephone Deception

When you receive a suspicious incoming call from unknown person
or someone claiming to be a government official or a staff of a
telecommunication company, public sector or a bank, please
confirm the caller identity and ask the caller how he/she has your
phone number and account information. Terminate the call if the
caller refuses to answer.

Scammers will use fraudulent tactics (e.g. claiming to have special
offer, pretending to be a government official, pretending to be a
staff of courier company or Post Office notifying you of an underpaid
parcel, etc.) inducing you to disclose your personal sensitive
information such as bank or credit card/debit card information to
conduct purchase or fund transfer. Stay alert and avoid disclosing
your personal information or credit card/debit card information to
strangers.

Online Payment and Internet/Mobile Banking

You are encouraged to enhance the security of your online
transactions by adopting a more robust biometric authentication
method. Download the Bank's Personal Mobile Banking APP, then
log in to the mobile banking service, and ensure that your card is
registered in your online banking account. Furthermore, enable
push notifications and biometric authentication settings within the
APP. By doing so, you will receive credit card online transaction
notifications and be able to complete the authentication process
securely. Should you have any questions on the Mobile Banking
APP, please contact 3199 9188 for enquiries.

Verify the transaction details in push notification or SMS message,
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including merchant’s name, transaction amount, and currency etc.,
to ensure it is the intended transaction before performing biometric
authentication or entering a One-Time-Password.

Always purchase through official sales channels or reputable online
platforms and fully understand the relevant terms and policies in
relation to product refund and return before engaging in any
transaction.

Never connect to any unsecured or unencrypted network and do
not enter your credit card/debit card number, password, other
personal information and login internet banking/mobile banking
in public computers or other’s electronic devices.

Never save any credit card/debit card or personal information in
web browsers and stay alert to the information inputted by auto-fill
function.

Every time you use online or mobile banking services, please make
sure you follow the proper log-out procedure.

SMS Sender Registration Scheme

The Bank has participated in the “SMS Sender Registration Scheme”
which was launched by the Office of the Communications Authority
[OFCA). The Bank will send SMS using “Registered SMS Sender IDs”
with prefix “#” (i.e. #OCBCHK / #OCBCHK1/#OCBCHK2 / #OCBCHK3)
to local subscribers of mobile services, in order to assist you in
ascertaining the authenticity of sender, thereby combatting scams.

Daily Attention

Sign on the card back once you receive it, keep it safe and never
leave it unattended.

Do not disclose your credit card/debit card number, password,
verification code or other personal sensitive data to anyone unless
you know it is a legitimate request.

Destroy the PIN mailer after memorizing the PIN.

Do not write down the PIN or keep any record of the PIN with your
credit card/debit card.

Avoid using numbers that can be easily guessed such as your ID
card number, telephone number or date of birth etc. as password.
Change your password regularly. Use a separate password which
is not used for other platforms.

Stay alert to people snooping around you when entering sensitive
data to avoid data leakage.

Remember to retrieve your credit card/debit card after purchase
or completing ATM transaction and check it regularly to ensure it
is with you.

Verify the transaction amount before payment and keep a copy
of your sales slip for the purpose of verification.

Review your credit card/debit card monthly statement and
transaction notification to ensure there is no unauthorised
transaction.

Stay alert to fraudulent calls purportedly from the Bank. The Bank
never asks you to provide sensitive personal information via phone
call or email.

Protect Yourself

If there is any suspicious scams, please inform the Bank
immediately and contact the Anti-Deception Coordination Centre
[ADCC] of the Hong Kong Police Force through the "Anti-Scam

Helpline 18222" hotline.

If you have discovered any suspicious transaction, please contact
our Customer Service Hotline immediately at (852) 2543 2223.

As a cardholder, please keep the credit card/debit card, the credit
card/debit card information and the authentication factor at all times
under your own control. You are fully responsible for all loses resulting
from your failure to do so.

Please notify the Bank at (852) 3199 9000 (Hong Kong) or (853) 2838 8144
(Macau) immediately upon discovery of the loss, theft, unauthorized
use, misuse and/or disclosure of the credit card/debit card, the
credit card/debit card information or the authentication factor. As
a cardholder, you are fully liable for all amounts that the Bank debit
to your credit card/debit card account whether due to the
unauthorized use or misuse of your credit card/debit card, the Card
information or the authentication factor before the Bank receives
the aforesaid notification. For the details of cardholder’s liabilities,
please refer to the Cardholder Agreement available at the Bank’s
website.

To learn more anti-fraud and prevention tips, please visit Hong Kong
Monetary Authority’s website and/ or social media to watch the
relevant videos.

Inform the Bank immediately for information update if there is any
change in your personal particulars (including correspondence
address, contact number and email address).

Sending Credit Card/Debit Card Service Notice in Electronic Format
In addition, to protect the environment, the Bank will send notices
relating to credit card/debit card service to customers in electronic
format (it does not affect your existing settings for receiving eStatement,
eAdvice and promotional message (if applicable)) and no additional
fees and charges will be imposed on this arrangement. If you would
like to change the existing receiving format of the relevant notice,
please contact our Customer Service Hotline at (852) 2543 2223 for
updating relevant setting.

Access to Credit Data (If applicable)

During the next 12 months, the Bank may access your consumer credit
data held by the credit reference agency(ies) MORE THAN ONE TIME
for the purpose of reviewing your existing consumer credit facilities
(including but not limited to credit line adjustment, cancellation of
credit or implementation of a scheme of arrangement). You may also
check the relevant details by calling our Customer Service Hotline.

For any enquiries, please contact our Customer Service Hotline at
(852) 2543 2223. If there is any inconsistency or conflict between the
English and Chinese versions of this notice, the English version shall
prevail.
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Malicious Software means an illegal and imperceptible software installed on
user’s computer or mobile without user’s consent. Thereby, it will be invading
and destroying the computer system, stealing the user's personal information,
and committing illegal acts.
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